
ISO 27000:2013 Understanding and 
Awareness 
 

Overview  
This course is designed for IT Security 
Management practitioner and ISMS 
implementer who wish to understand the 
requirement on ISO 27001 standards. 

This course is  also suitable for persons who 
wish to design and implementing ISMS based on 
ISO 27001:2013 

Course Objectives  
• To understand the concept of 

Confidentiality , Integrity and 
Availability 

• To understand the scope and 
applicability of ISO 27001:2013 and 
Statement of Applicability 

• To understand the requirement of ISO 
27001:2013  

• To understand the control objectives 
and controls in Annex A  

• To understand the concept design of 
ISMS based on ISO 27001:2013 , the 
Risk Management Framework  

Course Content  
• Undrstanding the scope and 

applicability of this standards and to 
understand on how to develop 
Statement of Applicability (SoA)  

• Understanding the concept of 
Confidentiality, Integrity and Availability 

• Understanding the organization 
context, the interest parties and 

fundamental of ISMS based on ISO 
27001:2013  

• Understanding the  role of top 
management on ISMS ISO 27001:2013,  
and understanding on development the 
ISMS policy and objectives  

• Understanding the risk management 
framework and risk management 
principles based  on ISO 31000  

• Understanding the supporting process 
required in ISMS ISO 27001:2013 such 
as human resources and documented 
information  

• Understanding the operational planning 
and control including risk assessment 
and risk treatment  

• Understanding the method for 
performance evaluation , monitoring 
measurement analysis and 
improvement the ISMS. Including 
introduction to ISMS Internal audit and 
management review.  

• Understanding the method on how to 
continually improve the ISMS  

• Understanding the control objectives 
and controls in annex A and how to 
implement it.  

Duration  
This training is 2 days training  

Who Should Attend  
Supervisor, Manager and Director who wish to 
implement ISMS based on ISO 27001:2013 and 
who wish to take certification to ISO 
27001:2013  
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